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^ rr y 



I^Tc Genius : / >y*J/T_r 



Root Genius 


= _ X 


/J'* M4 ®iM3GR6) 


l^Root IT(3W^^ 




(S) asivdlxoLdkdl& 


© You don't have root access yet 



After rooting you can: 

@ @ @ o 

Uninstall APPs Unlock Screen Flash a ROM Top rated ROM 

ls^b)lJ^^6‘^/'jfc c Root Now^it/" 





d%iSM<CL.f ±>)j 



J* Ki ngroot ^pZlKi nguscrlf^.^ J i dLl-f^u :^£h 




y © 00:24 


^©64% 


< Root authorization 


Records | 


4 app(s) allow 


HB PURIFY 


Allow v 


Used: Stop Autostart Apps; Uninstall System Apps; System Task Manager; J 




/jn\ Lucky Patcher 

' — ' Used: an unknown use of root privilege, please choose carefully 


Allow v 


ES File Explorer 

Used' R ad/Writ S tern Fit 1 stall P ck 


Allow v 


ADB Program 

Used: an unknown use of root privilege, please choose carefully 


Allow v 







Uninstall tool 



© 0 

Auto-start Kingmaster 



< o □ 




Allow S^JdtA- / > l Lj.J'Jk'~ : Root Authorization jt <J\ 

/Allow Allow 



ES Task Manager 
— Root pending authorization.. 

Use: An unknown use of root privilege, please choose carefully. 



* remember permanently 

Deny (1 6) Allow 



.(^j/Allow 














«t -ytji i jsj it/^^i^KingUser/ycii-iiitjiBackground/i'ii^ 

i_^TjfiJU<£_lT£; Kwhatsapp Whatsappi_^Tj^ Jl>( ii/i^ 

_U i>f l/>; Whatsapp 

itX , ^^-^‘‘f-f>f^Jf(/"Whatsapp 

I 2 * /c^f^wake up, keep awake, autostart jt Modify Jm^T A ppOps 

-Jjf 




Run on startup and background 



B 

Run on o'C-i R un on startup 

-Jj/m/ ^ jyj.'jiw-Tystartup and Background 
j/a^A^a/^iZIAjI^ J^c^tw(j^(ji(/iy^j/i/jij/kingrnaster ^likinguser ^t/i 

luLjjtjf \^> 






-U* 

if /il^J^RAM J'z-ts^J^jZQ Mobile /^\j>\d&^- 
_l£> f ^J16 j>/" jf ?■*;£ > Gmail, Google +,Talk, Hangouts, Email, Drive, ^u^/^y‘Z4.yj7 > Jm 
Z liLl^'/Google Play Store, Google Services j^/JDo/^<l£^J6‘^^-Es File Explorer 



’■ 'QJ’ &L.& /(/tP k <£l )jjr'l<L-if/'jZj > l^Lj)^)j\d 

Es File Exploreryj-K^JikAij^ \S 1 ^— J"- JiyL-bJ^sj 

:, i^kEs File Explorer 

http ://www. 1 mobile .com/ es-file-explorer- file-manager-7095 7 .html 

L 

https://play. google. com/store/apps/details?id=com.estrongs.android.pop 



d& lAi^y^File Explorer Es £-*■%)’ 

f f Uninstall system app /- 

J'S^/iJtul^u/uninstall^J Pdf. 



:JjI f 



-(jt^/j/jiiApps U n i n stal 1 /Google P 1 ay sto re>y Zl a_^T/i 



http://market. lmobile.com 





^ H 



^ ^ f-&f\j\‘f \ y^ijtflJsiP’ frftfij'l* 

a-/ 

-UjU^ •jZj'l^iXii^i>>s^iJj : Z r -Ji>J^‘&FD?oidJjfi& / j^lJL-iJt / /' j':)c^£s/.j)\ 






{ r< ) 



i 

http://www.lmobile.com/bbm-l 125780.html 



L 

https://play. google. com/store/apps/details?id=com.bbm 
















■C’cA U~*— -/t j>\A~ tjl \jLLJvi^/ J / J^£ijfj[^ifl-‘i£2^u/J^iijZBBM j'l-ujZtLl^Jsj 



^A^Ai^iifJc/Aiic/A 15 J^tJscJlcflsjZ B 

cL-^\^‘^£LLXiJ%.} £-A ^J>/ A A" ^-A i^BBM^liJl ! )/4j'(J?^jfji—'i(jZ&/S. sA~& 

-t J\? 






I*) Add by PIN 






£_L/ib_^TyJ \j^ A \>A fAAA^ju tfi f 



Jyx/J^/'AA A'tjZBBM :^_A^Aa/BBM 
~J_A^ A j&<C^ A- BBM Connected \coaA‘J_AJ^i)[i^A'A^i)\^jA->ijt^A-cA 

LV4_i^Ty>?L-/^TJi)BBM /^T/i^j'i‘^jf cftfJS^AJ'ilijtBBM :^A^A^Ai)jtBBM 

-i^V 

Uj^lBBM^i/i^Xi^Clear D ata y 4 j_/Jk~ J i js I J_AJ IE /B B M j^4 J_ A J£. Apps/App Manager/^ 

-Jtl rSlJ*)i J]J 

End to End Encvyplcds! ^JPl' ^^.oCXijjzr? jA)t>tiBBM 

A ytijA JX& sijt? ^ fA'/iJ^i)iUA-jj>)iJ\‘^[jffi/iAj)l<L„\>£?ftfijr : ? 

^cJi^izLi /Ufjt^CjdJ^ <C\j\'<i—jAAA~ whatsapp^^i/Lt^J^^L^^L^i jiJ'P^AA-y^jffAf^ 

j (Vgjtf y. it— /^ j^Z—y A j ' } zl A i/i A ^—'■‘A^^bb^aA sA\e A A A>/( 

SuAic^^nfLfAiAAfAii/^fC-^AdAiA-ijjA^AA^-A^AAAA c\a. A/^0.^ <A~^jy~j 
jA^BBM AdA^/^ AA^AABBMAA ‘^Aj^AaAJ^J,/ d^AA^A 









Sz&L. I iXijly^if —fr<^ j>\^yi^/^‘ k_J c^i /"J \i*"lfi IL.J’ [J\ jf^-i/s^Jl^l&l3BM?s:iJ , ‘' 

1jf ' *\\J^ 1 jif ' ^{jJ\)^t^\^\J\$^'[J\j)\£ r [$:\e^£[J)j)f)\jc> > \$ijf} 

ij^J^//t^l J'{j%2^\g’ r; *\J*\iJy:2Cj£iJ^ (fi* P.^jf 3 ^? ^\i^> 

i/o A;_/Vf y j* * i ^4-^^BBM v^ii 

-iL/Jk'^Chatsecure jtJ'i^j'p^ 

ji 1 0 rb 0 1 c/ » J 1 p tfT ORit <£_ >fc dM JfThe guardian project /-^ChatSccurc : ChatSecure 

iLbTOR l>.Orweb 

-^Gibbcrbot fl'l'i^ChatSccurc -£yt$\&j£‘ 



https://play. google. com/store/apps/details?id=info. guardianproject.otr.app.ini 



L 

http://www.lmobile.com/chatsecure-124348.html 



□ 




9 









3 




Google Account 


Existing Account 


Chat with other Google users using your existing Google 


Connect to my existing account on a specific Jabber / 


account. 


XMPP server. 


ADDACCOUNT \\\^ 




u 









ADVANCED ACCOUNT SETTINGS 



1 


q 


2 3 

w e 1 


r 


5 6 7 

t y u i 


8 9 0 

i 0 p 


a 


@ 

s 


d 


f 


1 % & 

g h 


j 


k 1 


* 


z 


X 


c 


v b 


n 


m * 


?123 


i 

@ 


t 




M English ► 




Done 






V 




O 


□ 


0 





^ r* y 







.^/jfc^Add Accountj^L/i^iyExisting A c c o u n t ^ AA' —A’ - - r 

^LyO" 'l^^-M(ii(ili—J f Vy-L^ydi(y^>J^L^dvvyLl^(/‘i_/jA J vjl(Ji(3 l/(jy (Jl 

^Tyhttps://mAacebookxom/mim48^i^^^Ay b'j)^^lti?'feT//^Ciy^J>fJt;o , y Jrrf! \^^f\j>\<ijtf 










ju ( Jj J iS‘> LJ j$ / Ji Jf y \J\ ji f\:/i <£f mim48@facebook.com c Ji Jt jl^ 

. 8876767767656569@facebook.com 



cJ Zl +/4 ~ & 

-c/yCC^start encryptionvii-A 

^/I>T^X@i(/iZlL/'iV^>0>start encryption *J\j>\yiJ$ Ji \ 

' J- 



J>\d~ A_>c— 




b S£—£~i. /Lf^>«!^.i/i 









If^iOrbot 



F Secure J&tfift^^iJij'/J&iJl'/OrfoxlOrweb ^ J'Ly 

-z-X- d ^-Freedome 

: l/^lJ u^'i XJ'if) i i^_(jl;/ /t/i 



http://www. lmobile.com/orbot-proxy-with-tor- 124394.html 



L 

https://play.google.com/store/apps/details7icNorg.torproject.android 



Download 
Okbps / OKB 







Ml 



6 



- long press to start - 



APPS BRIDGES 



Upload ■ 

Ui- bps /OKB I 



H i 


* ▼ 0 00:00 


Expanded Notifications 

Show expanded notification with Tor exit country and IP 


IS 


Allow Background Starts 

Let any app tell Orbot to start Tor and related services 


a 


Language 

Choose the locale and language for Orbot 




T ransparent Proxying (Requires Root) 




Request Root Access 

Request root access for transparent proxying 


a 


Select Apps 

Choose Apps to Route Through Tor 




Node Configuration 




Entrance Nodes 

Fingerprints, nicks, countries and addresses for the first hop 




Exit Nodes 

Fingerprints, nicks, countries and addresses for the last hop 




Exclude Nodes 


< o □ 



t/ l U; jt x /4 

3 



Expanded Notifications 



Allow Background Starts 



Orbot 

Root pending authorization.. 



Use: An unknown use of root privilege, please choose carefully. 



k remember permanently (97% users allow) 

Deny (19) 



Entrance Nodes 



Exclude Nodes 



*▼0 00:00 



~lC\ d’-'-fc' 

~U?&U & ^..Request Root Access ^^/Transparent Proxying _r 

-cA^Allow ^ 





< VQ 00:01 



h( rr ) f- 



General 




Start Orbot on Boot 

Automates »y start Orbot and connect Tor when your Android device 
boots 


Q 


Always-On Notifications 

Always keep the icon in toolbor when Orbot is connected 


a 


Expanded Notifications 

Show expanded notification with Tor exit country and IP 


a 


Allow Background Starts 

Let any app led Orbot to start Tor and related services 


□ 


Language 

Choose the locale and language for Orbot 




Transparent Proxying (Requires Root) 




Request Root Access 

Request root acoess for transparent proxying 


a 


Transparent Proxying 

Automatic Torlfylng of Apps 


a 


Tor Everything 

Proxy traffic for al apps through Tor 


a 


Tor Tethering 

Enable Tor Transparent Proxying for Wifi and USB Tethered Devices 
(requires restart) 


□ 


Node Configuration 




□ 

o 

V 








ij^/Tor Everything vji Transparent Proxying 



♦^_<s/c/ i: ZlOn I 

Check Browser 

-Your browser is configured to tor 






whatismyipaddress.com 






-^i^^ifij:cJii/j>^webrtc w^i^ijC'ijf^^iyjLdvjr^' (jOrweb ^lOrfox $jh\j'£L 




^ rr ^ 



jJjf Orfox y^UiyOvl»>Orfox Orweb 

http ://www. apkmirror . com/apk/the-guardian-proj ect/orfox/orfox-3 8-0-android- : ^i^iil^Orfox 

apk-download 



http://www.lmobile.corrhorweb-private-web-browser-133606.html: 1 _i2j/.jijkOrweb 

L 

https://play. google. com/store/apps/details?id=info . guardianproj ect. browser 



Jl^itfTelegram 

if (f End to End Encrypted oSj^zf.?.^ 

i/i^i/whatsapp/^/^y-^iyL^whatsapp if whatsapp *-dTfi 
ddjJ-iij^jl^^iL^L^J^j^whatsapp fofl^0 tf jt>fJ \>/^iJ'dd f zddf^ffJ^f 

-dfjdi 

http://www.lmobile.com/telegram-1013814.html 

L 



https://play. google. com/store/apps/details?id=org.telegram.messenger 



dC> /‘f-l^fwhatsapp 
~S~ fiJiiJyiL — 

Secret Chat 



1 








y Saving screenshot... 



# 



New Group 

£ New Secret Chat 

fl New Broadcast List 




o 

© 



Contacts 
Invite Friends 
Settings 
Telegram FAQ 



3 



B O '* .ill 50% fi 2:18 pm 

<r New Secret Chat Q, 




I 




4 




Waiting for to get online... 



d,fdkfifil<L^I)yft l \d Iff ^ vi-l 
i^/j^VNews Secret Chat _r 








^ H y 



Jj&J’L fJt*. y^IMEI 

({ jJ^&hSX fe\/<iJsJ[£‘. y^l^- 

y/IMEI (/$-<£_ 

j/J \ Ij *#06# 4 : J'V ^it^VlMEI If Jv^j 

J'lr , 4 _i/^^^ y ^lfL/L^^'lft^Engineer Mode /4IMEI 

*#*#3646633#*#* 



*#7465625# 

_l^ift/Engineer Mode 

-i£%#^J^ , #^-^^ l ~'^T ; 2£^Engineer Mode [f- 
https://play. google. com/store/apps/details?id=com. Go. EngModeMtkShortcut&hl=en 



Engineer Mode ^/^l/i 



1 


2 


3 


4 


-ill 50% fi 2:17 pm 


O ▼ -.ll 50% fi 2:17 pm 


O ■*■ -ill 50% fi 2:17 pm 


O ▼ -ill 50% fi 2:17 pm 


el EngineerMode 


e EngineerMode 


Common Data Service 


23$ Phone Information 


Telephony Connec 


?phony Connectivity Hardw; 


CDS Information 


Phone l 






Auto Answer 


Bluetooth 


Wi-Fi Information 


Phone 2 


BandMode 


CDS Information 


Radio Information 




BSPTelephonyDevTool 


FM Receiver 


Network Utility 
Multiple APN 
Connectivity Testing 




CFU 


WiFi 




CMMB 


WiFi CTIA 


MTU Configuration 




AT Command Tool 
Modem Test 




Socket Inforomation 
PS data control 





Connectivity if- 1 
-iTV^CDS information y 4- r 









If U" R&dio Information /G r 






5 



/AT+EGMR=1 ,7”” r rijtt-jfd * yiMEI J\<UMJl\Z-\sL It/OjLi 

, l //^/at+egmr= l , 1 0””y u^/^/ 

15 y/IMEI //IMEI , r .t^ki(jl'‘2-rZl M "(jL4, 

•<S ' i/i 

AT+EGMR=1,7”355029052041467” 



-L^/j^-Send At Command 



355029052041467 



.ill 81% Q) 7:48 pm 

? ij & Radio Information 

AT+ 

SEND AT COMMAND 

IMEI: ■■ — 

IMSI: - * w «» 

Radio state: Radio on 
SIM state: READY 
Phone number: 

Current network: Warid 
Signal strength: -69 dBm 22asu 
Roaming: Not roaming 
GSM service: In service 
GPRS PS service: 

Default pdp status: Disconnected 
Network type: unknown 
Service state: 

SIM1 01 home Warid 41 007 41 007 GPRS 
Unknown CSS not supported -1 -1 Roamlnd=-1 
DefRoamlnd=-1 EmergOnly=false Regist state: 

1 mCdmaNetWorkMode: 0 
Call status: Idle 
Location: LAC = 301 0[0xbc2] 

CID = 59232[0xe760] 

Neighboring CID: 



6 



D .ill 81% || 7:48 pm 




p 

AT+EGMR=1,n,"" 

S 

R 



G AT+EGMR=1,12,"" 

GPRS PS service- 




7 



S .ill 80% Q 7:50 pm 




Radio Information 



Radio state: Radio on 
SIM state: READY 
Phone number: 

Current network: Warid 
Signal strength: -71 dBm 21 asu 
Roaming: Not roaming 
GSM service: In service 
GPRS PS service - 




♦ ZXCVBNM«3 



7123 Done 

i 



-j‘fjfc£-l'<CAT+ A-Cs 












-^yiMEI 






















*‘\J~\)js/ > iJ‘. j , \stj~\jZiJ' l yljJ^U 

— ojt lii— -c 



:J$tjsb&\360 

https://plav.google.com/store/apps/details?id=com.qihoo.security&hl=en 



L 

http://www.lmobile.com/360-security-antivirus-free-download-2143238-direct.html 














-o/Zj^Data Monitor A- r 



S B 


e> 0 o 


O 21:33 


<- 


Data Monitor 


$ 



Q Set data plan limit to avoid overcharge 
Data Usage 

Today: 

® This month: 

Daily Usage 



Remaining: 



Set Limit 



0.00B 

0.00B 



0.00B 

01.03 



0.00B 

01.06 



o 






.III 


Data Monitor 








<3 


O 


□ 






e 


Firewall 




.III 


0 


o 


□ 





it'**— vtiData 

-i^vAOn f ijitjlsi 



-^lA^A^^AJ^ADroidwall ^s>\ie<£j‘i 

:<^^J£Droidwall 

i - 

http://www.lmobile.com/droidwall-android-firewall-2000556.html 

L 

https://play. google. com/store/apps/details?id=com.googlecode.droidwall. free 












^iSzf^ScCS Sc t-H^f ^ % 

-t^Sjl/^f ijtf . 7 J/S 

L Droid 4x iBluestack y^Z-W j>\jS J , \,y\i\)j^\>\ili^\j^\j'\Ii^J\/\js\^j)/ , \:y-^iJ'\.y^Iij'\ 

:^-(J^ cffjfisii/ —di 

www. lmobile.com/textplus-free-text-calls- 1388 1 .html 

L 

https://play. google. com/store/apps/details?id=com.gogii.textplus 



1 



Calls and texts to friends on textPlus are always FREE. 




< o □ 



3 



< Add your details next j 

I ^irst Name 
q Last Name 

Birthdate 
Password 
Gender 

n I agree to the Terms of Use 

jt Allow textPlus to find other textPlus users in my address book so that we can talk for 
LJ FREE. 

Learn more 



-ciSS* Ss*^ wiiS-Z >£-/•} /Jim 

2 



S D P ^ O 07:58 

< Sign Up ■ 

Please enter your email address so your friends can find you on textPlus. 

United States 

Email 

Skip Next 



4 



text* 


i* m 


m v. 

Say Hello 


© A 







text - * - 
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4 


m 


V. 


0 My Profile 






Settings 






Help and Support 


Say Hello 




Invite a Friend 




Buy or Earn Credit 






Subscribe and Save 






News 




< Settings 



Account 

Contact Info 



Address Book Country 

United States (+1) 



Subscriptions 
Credit Balance 

$0.10 credits left 











A - 1 



-.//AGet a FreePlus number 









^ rr }■ 






:^y 

/l_J/r^ ,J’£'iAAjSl(j£ y/ 

US^JltiSjli;,! 

http://www.lmobile.com/nextplus-free-sms-text-calls-download-2308046-direct.html 

L 

https://play. google. com/store/apps/details?id=me. nextplus. sms freetext.phonecalls&hl=en 







\£zL-)/j >)lJz/\f s)\k£L{J'\ 

-j/f^TextMe, Hushed, Burner, Talkatone, Voxofone 



^ pr ^ 



iOS 






Privacy /v‘JXjL'j^ }\\ 



No SIM ? EES 

Settings 


9:01 PM ® 63% S3 

Privacy 


[*)] General 


v 


Display & Brightness 


|Q Location Services £ £ ^ Off 


Q| Wallpaper 


f S Contacts ^ 


Sounds 


:::ii! Calendars 


Q Passcode 


Reminders 


||^ Privacy 


Photos 




Bluetooth Sharing 
Microphone 


^ iCIoud 

fnngS6@hotmail.com 


iTunes & App Store 


@1 Camera 




^ HomeKit 

As applications request access to your data, they will be added in the categories above. 


Mail, Contacts, Calendars 


Notes 


Q Twitter 
^ Facebook 


Reminders 


Q Messages 


Q FaceTime 


above" 


o" 1 Maps 


Diagnostics & Usage 


.<£, Safari 


Advertising 







Q Q □ 0 0 OI 






Microphone jtL&&A 



Settings 
Do Not Disturb 

General 

Display & Brightness 
Wallpaper 
Sounds 

^ iCIoud 

v VaJ; iTunes & App Store 

Q Mall, Contacts. Calendars 
™ ™ Notes 

Reminders 
□ Messages 



0 Location Services 
U Contacts 
Calendars 
Reminders 
ft Photos 
□ Bluetooth Sharing 
fl Microphone < 

Q HomeKit 



Q Twitter 
fl Facebook 

Diagnostics & Usage 



[••• 



2 



Settings 


■43 PM * M% «j 

( Privacy Microphone 


Q Do Not Disturb 


Q? Translate 


( 5 ) General O 


Q YouTube 


ffl Display & Brightness 
Fl Wallpaper 


I* .■ Split Lens 2 Clone Photo Video Editor-Fun Movie Maker for Faceb... 

0 Talkray ( |[j 


Q Sounds 


@ Vlbef 


Passcode 


Q LINE C5 


^ iCIoud 

iTunes & App Store 

Q Mail. Contacts. Calendars 
Notes 
Reminders 


Q Telegram , ^ 

Applications that have requested access to the microphone will appear here. 

• 



On /Limit ad tracking ji J UsU J_ fj&~ J i i/A cl v c r ti s i n g <A ^Ol^i/JiLr 

4 / 



l 



No SIM ~ S3 

Settings 


143PM • tt% Ml) 

Privacy 

Location services 
f i Contacts 
Calendars 
Reminders 
ft Photos 
Q Bluetooth Sharing 
Q Microphone 


Do Not Disturb 


0 General O 

0 Display & Brightness 
0 Wallpaper 
Q Sounds 
Q Passcode 


ij|r Pnvacy 


Q HomeKit 




j, Cloud 

[yj iTunes & App Store 


Q Twitter 




Facebook 


0 Mall. Contacts. Calendars 
®* Notes 


As oppecationa request access to your social accounts Oats, they will be added m the categories 

Diagnostics & Usage 
Advertising ^ q • 


Reminders 
t _j Messages 



2 



No SIM V 65S 

Settings 


^ Privacy Advertising 


Do Not Disturb 


Limit Ad Tracking • • 

Reset Advertising Identifier... 

About Advertising a Pnvacy. 


0 General O 

QQ Display & Brightness 


0 Wallpaper 
Sounds 

Q Passcode 












A ICIoud 

iTunes & App Store 




pi Mail. Contacts, Calendars 
Notes 
Reminders 
Cj Messages 





/UhikjL^/Off /cj*lXiCloud drive ji jr b> i J_ f~&~ iCIoud 4LZl u n^i>^Zl/yi^:t-///iCloud \? 






8:54 PM 






No SIM ?■ ESI 

Settings 


8:54 PM ® 64% 1*3 

iCIoud 


Sounds 


v 


Passcode 


A iCIoud Drive • # ^ Off 


Q Privacy 


$ Photos ^ Off > 




^ Mail 


iCIoud 


f fr Contacts 


[^j iTunes & App Store 


~£: Calendars 




Reminders 


Mail, Contacts, Calendars 


\££> Safari 


^ Notes 


Notes 


Reminders 


M Backup Off > 


Q Messages 


Keychain 


Q FaceTime 


9 Find My iPad Off > 


ol Maps 




Safari 


ADVANCED 

Share My Location 




g Music 

r»»i X/Wfflr>0 


Sign Out 



iTunes & App 

~J_f On Store 



No SIM ■?■ ESI 

Settings 


8:52 PM 

iTunes & App Store 


® 64% S3 


^ General 


Password Settings 




Q Display & Brightness 


SHOW ALL 




Wallpaper 


Music 


€D 


Sounds 


Videos 


C 


Passcode 
FI Privacy 


Show all store purchases and iTunes Match uploads in your music and video libraries, eve 
have not been downloaded to this iPad. 

Subscribe to iTunes Match 

Store all your music in ICIoud with ITunes Match. Learn more... 




^ iCIoud 

lnng86@hotmail.com 






AUTOMATIC DOWNLOADS 






(jj^ Music 




Mail, Contacts, Calendars 


(gjgj Apps 




Notes 


Q Books 




Reminders 


(jfiH Updates • • 


o 


Messages 


Automatically download new purchases (including free) made on other devices. 




2) FaceTime 


Use Cellular Data 




o ] Maps 


Use cellular network for automatic downloads and mines Match. 





l/L(^ */ c :.^ \$ j ijij’ J Ly‘:lV^±^j*/r''^_'1 

jAt' -imniccliatcly require password j > i J_ )/ A /i jr\ Jf- J£‘tjflr l£ j/cA J“- \J i A V A A? 

j~IjiA \ j>7 £-Ij } j\J‘~j‘\j>\yiCr 8 f j\f password on ;j£-J\A‘d_f 

_$#@@% 




^ h y 



63% MJ 



o 

O 

0 



Settings 
Control Center 

Do Not Disturb 
General 

Display & Brightness 

Wallpaper 

Sounds 



Passcode Lock 



0 

□ 



Privacy 



iCIoud 

fring86@hotmail.com 

[Tunes & App Store 
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Require Passcode 
Simple Passcode 

A simple passcode is a 4 digit number. 
ALLOW ACCESS WHEN LOCKED: 
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Notifications View 



Erase Data 

Erase all data on this iPad after 10 failed passcode attempts. 
Data protection is enabled. 
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10 failed passcode attempts. 
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Passwords & AutoFill 



Automatically fill out web forms using your contact info, previous names and passwords, or cr< 
info. 
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My Info None 

Names and Passwords 
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Open New Tabs in Background 
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PRIVACY & SECURITY 


Do Not Track 
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Block Cookies 


• • Always Block 


Fraudulent Website Warning 

About Safari & Privacy... 


€3 






i^liSafe browser 

https://itunes. apple. com/gb/app/kaspersky-safe-browser-fast/id723879672?mt=8 



:_i?S'Opera Mini 

https://itunes. apple. com/gb/app/opera-mini-web-browser/id363729560?mt=8 
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WELCOME TO 
F-SECURE FREEDOME 

Congratulations, you are now 
entering the era of true digital 
freedom. 

F-Secure Freedome is the best 
protection for you and your 
device against bad stuff on the 
Internet. 
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Settings 
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Help 




About 
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https://itunes. apple. com/gb/app/secureline-vpn-wifi-security/id793096595?mt=8 
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r&h Avast SecureLine VPN 

kV^l SecureLine 



Signed by Not Signed 
Description Application-Created VPN Profile 




Cancel Warning 

VPN 

The network traffic of your iPad may be secured, filtered, or 
monitored by a VPN server. 

UNSIGNED PROFILE 

The profile is not signed. 
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4- Settings 



Subscription 

Location 

Reinstall VPN Profile 
Automatic connection 

By switching on. I ho VPN will enabta it seif 
automatically when you access the Internet from any 
app on your device, ensuring that your data is always 
secure when using Avast SecureLine. 

Data compression 

While browsing with data compression on, pictures 
may bo displayed m lower quality 
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Subscription 



Subscription expired. You're not protected. 
Restore Subscription 

Please choose your product: 

Q Monthly E2.29 

Q Yearly El 4.99 



Subscribe Now 



Your subscription is valid for all iOS devices 
assigned to your Apple ID SecureLine can be used 
on five devices at the same time. 

Did you already purchase a subscript ion? 
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Microphone privacy settings 



Privacy settings for other devices 



Choose how much search info 
you want to share with Bing 
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© Privacy p 

General 

location 
Webcam 
Microphone 
Other devices 



Change privacy options 



Let apps access my name, picture, and other account info 



Let apps use my advertising ID for experiences across apps (turning this off will reset your ID) 



Turn on SmartScreen Filter to check web content (URLs) that Windows Store apps use 



Show text suggestions based on what I type and write on this PC (turning this off will re 
suggestions) 



Let websites provide locally relevant content by accessing my language list 



Manage my Microsoft advertising and other personalization info 
Privacy statement 




Location 

Off | 



Let these apps use my location 



□ 
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Bing Travel 



Finance 
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Health & Fitness 
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Off 

Off 

Off 
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General 
Location 
Webcam 
Microphone 
Other devices 
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Webcam 



Let apps use my webcam 



Let these apps use my webcam 



Off 
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Food & Drink 



OneNote 
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Skype 
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Off 

Off 

Off 

Off 

Off 

Off 
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General 
Location 
Webcam 
Microphone 
Other devices 
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Microphone 

Let apps use my microphone 



Let these apps use my microphone 

PTJ Bing Translator 
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Skype 

Sound Recorder 
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© 

Enable location and other sensors 

Sensors can detect information about your computer's current location, surroundings, 
and more. Once a sensor is enabled, all programs and users can access it. Sensors that 
are not enabled are still installed on your computer. To enable a sensor, select the 
check box next to it. You can also click the sensor for more details. 

How is my privacy affected? 



Sensor Enabled 




Geosense Location Sensor f\ 

c^V^f-sEnabled - 

J&i-Apply 

AlS 

* S\J$ 



♦ ♦ ♦ 

https://www.torproject.org/download/download-easy.html.en 
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Connecting to the Tor network 

Establishing a Tor circuit 



Please wait while we establish a connection to the Tor network. 



Open Settings 
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«T± 



Sj (£) ® Search or enter address 

New Identity 

New Tor £ircurt for this Site 
Privacy and Security Settings... 

Tor Network Settings... 

Check for Tor Browser Update... 
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Tor Browser ' 

5.0.2 I 



Privacy and Security Settings 



Privacy Settings 

0 Don't record browsing history or website data (enables Private Browsing Mode) 
@ Disable browser plugins (such as Flash) 

0 Restrict third party cookies and other tracking data 
0 Change details that distinguish you from other Tor Browser users 
SecurrtyLeve^^_ 



High 



At this security level, the following changes apply 
(mouseover for details): 

HTML5 video and audio media become dick-to-play via 
NoScript. 

Some JavaScript performance optimizations are disabled. 
Scripts on some sites may run slower. 

Remote JAR files are blocked. 



Low (default) 

] Custom Values 



Restore Defaults 
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| | Tor Enabled - } Tor circuit for this site 

New Tor Circuit for this Site ^ m y 

Privacy and Security Settings... O This browser 

Tor Network Settings... i Czech Republic (185.8.238.139) 

■ 6 France (91.121.153.92) 

' CheckforTor Browser Update... O Germany (85.25.103 I* •) 

O Internet 

iS‘Z Low -- T?>t r L* 1 1 j Jf f~ J/j^. M cdi um Low/t/^^'l>'s.’LJ^. M cdi urn Low^L 

Jtjvjdr"" (J>y 

https: // w vv vv . fac eb o o k c o re w w w i . o n i o n : JyA Zli_yj v > \-f r^c^lL c^ Tor 
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lg Mozilla Firefox Start Page 



r° Options 
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^ © Firefox aboutpreferencesSprivacy 
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Open menu 




- 


100% 


+ 


Id General 


n 


QO 


n 


Search 


New Window 


New Private 


Save Page 


§ Content 
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A Applications 


Print 


History 


Full Screen 


OO Privacy 
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Find 


Si 


Add-ons 


^ Security 
Q Sync 
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.4 Advanced 










Q Sign in to Sync 




E9 Customize 
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Privacy 



Tracking 

| V | Tell sites that I do not want to be tracked 

Learn More 

History 

Firefox will: Never remember history w 

Firefox will use the same settings as private browsing, and will not remember any history as you browse the Web. 
You may also want to clear all current history. 

Location Bar 

When using the location bar, suggest 
■y History 
1 •/ 1 Bookmarks 
1 V | Qpentabs 



i^yj^/Privacy Options £- 

Never remember history / History <S u/-,T/i 

/Private window-. AX- -* 

-i^yj^New Private windowi/(JVv‘i/V ifcfA l/ ( 
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Mozilla Firefox Start Page 



about:config| 
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^ This might void your warranty! 



Changing these advanced settings can be harmful to the stability, security, and performance of this application. You 
should only continue if you are sure of what you are doing. 

| >/ Show this warning next time 



I'll be careful, I promise! 
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^ O Firefox aboutconfig 
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Search: media. peerconnection 



Preference Name 




A Status 


Type 


Value 


media.peerconnection.capture_delay 


default 


integer 


50 


media.peerconnection.defaultjceservers 


default 


string 


[{"urls": [ 


media. peerconnection. enabled 




default 


boolean 


true 


media. peerconnection. ice.loopb; 


Toggle 


default 


boolean 


false 


media. peerconnection. identity.er 


Copy 


default 


boolean 


false 


media.peerconnection.identity.tii 


Copy Name 


default 


integer 


10000 




Copy Value 








media.peerconnection.turn.disab 


New ► 


default 


boolean 


false 


media.peerconnection,use_docur 


Reset 


default 


boolean 


true 


media.peerconnection.video.enal 


area 


default 


boolean 


true 


media.peerconnection.video.h264_enabled 


default 


boolean 


false 
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/https://diafygi.github.io/webrtc-ips 






https://d i afy. . . o/web rtc- i ps/ 
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A https: diafygi.github.io vebrtc-ips/ 



Demo for: https: github.com/diaf\gi webrtc-ips 
This demo secretly makes requests to STUN serv ers that cat 
Your local IP addresses: 

Your public IP addresses: 

Your IPv6 addresses: 



^y^yr^‘(|Jt/i-^K>^>;Webrtc ibtijl^Ip addresses \ 
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U S/ firefox/ addon/ adblock-plus 
to firefox 
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C Q chrome://settings 
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New tab 

New window 

New incognito window 

History 
Downloads 
Recent tabs 
Bookmarks 

Zoom 

Print™ 

Save page as™ 

Find™ 

More tools 



Edit Cut Cc 

HI? 

About Google Chrome 
Help 

Relaunch Chrome in Windows 8 mode 



Chrome 

History 



| Settings 



Settings 

Appearance 

Get themes Reset to default theme 

Li Show Home button 
U Always show the bookmarks bar 

Search 

Set which search engine is used when searching from the omnibox . 



Google ^ Manage search engines... ( 



I Enable "Ok Google" 

Say "Ok Google" in 



Person t (current) 



voice search. Learn rr 



8 Enable Guest browsing 
8 Let anyone add a person to Chrome 



Remove.,, Import bookmarks and settings... 



Default browser 

The default browser is currently Google Chrome. 
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x J $ Settings 




rome://settings 


Settings 




Default browser 




The default browser is 


currently Google Chrome. 


Privacy 




Con^^^^ings... 


Clear browsing data... 


Google Chrome may t 


ise web services to improve your browsing experience. You may opti 


services. Learn more 




8 Use a web service 


to help resolve navigation errors 



gl Use a prediction service to help complete searches and URLs typed in the address bar 
search box 

81 Prefetch resources to load pages more quickly 



Content settings 
Plugins 

• Run all plugin content 

Detect and run important plugin content 
Let me choose when to run plugin content 
j Manage exceptions™ ^ 



Manage individual plugins.. 



Pop-ups 

O Allow all sites to show pop-ups 

' Do not allow any site to show pop-ups (recommended) 
Manage exceptions... 

Location 



O Automatically report details of possible security incidents to Google 
8 Enable phishing and malware protection 

Use a web service to help resolve spelling errors 
U Automatically send usage statistics and crash reports to Google 
8 Send a "Do Not Track” request with your browsing traffic 



. J Allow all sites to track your physical location 

Ask when a site tries to track your physical location (recommended) 
* Do not allow any site to track your physical location 
Manage exceptions... 
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cLCLl*Do not allow any JA. Content Settings AA ZlPrivacy /- 
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A " Avebrtc A(A iJ^:WebRTC 

~Aj 

https://chrome.google.com/webstore/detail/webrtc-leak- 

prevent/eiadekoaikejlgdbkbdfeijglgfdalml?hl=en 

/https://diafygi.github.io/webrtc-ips:L/lf-^Lfi^L/^^i 

:i/_/jfc^Add to chrome A?.~& A : Adblock 
https://chrome.google.com/webstore/detail/adblock-plus/cfhdojbkjhnklbpkdaibdccddilifddb 



Opera_r 

t^Xj^/t/i^l/opera JA'A 

Settings A 

-o/yOSC- Privacy & Security A A 1 A 
' A aA\LJ) Send a Don’t track AaA 

-L/Zwitnew private window > .* i J_ A uL i* o p c r a ^Private window 

Noscript lit eA^AjA A /webrtc A A dj 1 : W ebRT C 

https://addons.opera.com/en/extensions/details/noscript-lite/?display=en 



\J_A jA to opera A^-A A 1 : Adblock 
https://addons. opera.com/ en/ extensions/ details/ opera-adblock/?display=de 
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https://download.sp.f-secure.com/freedome/installer/Freedome.exe 
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Antivirus 
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30 \A5tf j)[$ f}f;\’:c-J orrcnt wJ/ u n_^ B i tdc fen dcr 

https://kat.cr/bitdefender-total-security-20 1 5-build- 1 8-2 1-0-1 497-x86-x64-incl-trial-reset-keys- 

b-tman-tl0267276.html 

2 64bit L 32bit 

i^/y^^/c/y J iy/(j^L/ ( -f-3 OOmb wTiyr 

ihoo 360 Total Szc\xnty f j£ • 1 >' 



http ://www.3 60totalsecurity . com/ en/ download-free-antivirus/3 60-total-security/?offline= 1 
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Q) 3SO TOTAL SECURITY 

I O I Patch Up 

Update Record 
Advanced Settings 



360 Patch Up 




Security Update(s) Found: 71 

Selected: 71 Download size: 1101.81 MB 



\/ Security Updates for System 
n/ KB2880463 - Vulnerabilities in Microsoft Office... 
v' KB2910941 - Vulnerability in Microsoft Office _ 
n/ KB2726958 - Vulnerability in Microsoft Office ... 
s/ KB2910916 - Vulnerabilities in Microsoft Word.- 
s/ KB2956151 - Vulnerabilities in Microsoft Office... 
•S KB2975808 - Vulnerabilities in Microsoft Office... 



- x 




Patch 



71 item(s) /s 

2014-05-14 100.73 MB 0 

2014-12-04 L29 MB © 

2014-12-10 2.95 MB © 

2014- 12-10 167.31 MB © 

2015- 03-11 172.03 MB © 

2015-05-13 12.18 MB © 
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https://tails.boum.org 
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File system 

FAT32 (Default) ~ 

Cluster size 

16 kilobytes (Default) v 

New volume label 
TAILS 1.8.1 -20151218 



Format Options 



1 1 Check device for bad blocks 


1 Pass 


0 Quick format 
0 Create a bootable disk using 






ISO Image v 
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0 Create extended label and icon files 



I 



READY 



About... Log 



Start 



Close 



1 device found 



# 



-XXX-^LRuftlS 

-i^Jj^sijityjliS^iij:2--£<Li}Device eA/M 
TAILS 
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Download required 



B This image uses Syslinux 6.03/201 50326 but this application only 
includes the installation files for Syslinux 6.03/2014-10-06. 

As new versions of Syslinux are not compatible with one another, and it 
wouldn't be possible for Rufus to include them all, two additional files 
must be downloaded from the Internet ('Idlinux.sys' and 'Idlinux.bss'): 

- Select 'Yes' to connect to the Internet and download these files 

- Select 'No' to cancel the operation 

Note The files will be downloaded in the current application directory 
and will be reused automatically if present. 



Yes 




No 
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Xtreme Rat 
DarkComet 
CometRat 
NJ rat 
Pandroa rat 
CyberGate 
BlackShades 
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